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WITNESS STATEMENT OF GCHQ WITNESS:

1, GCHQ WITNESS, Deputy Director in the Government Communications Headquarters

(GCHQ), Hubble Road, Cheltenham, Gloucestershire, GLS1 OEX, WILL SAYas follows:

1) Lam Deputy Director Mission Policyat GCHQ. ln that role, Iam responsible for drawing,

up the operational policies that underpinGCHQ's intelligence gathering activities and for

ensuring that they are compliedwith. [have been in thisrol since 5 January 2015, having

previously served as Deputy to my predecessor, [have worked for GCHQ in a variety of

roles since 1997.

2) Tam authorised to make this witness statement on behalf of GCHO, MIS and SIS ("the

Agencies”). The contents of this statementare within my own knowledge and are tre to

the best of my knowledgeand belief. Where matters are not within my own knowledge

they are based upon documentation made available to me and from discussions with

others within both GCHQ and also MIS and SIS.

3) Y make this statement in order to respond to the contention that the Claimant makes a

these proceedings to the effect that eafoguarde prescribed by the CJEU in the Tri?
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Seerige/Mistson and others case could and should apply to the Agencies BCD and BPD

regimes,

Attached to this statement and marked Exhibit GCHOt to GCHOS are five relevant

documents page and paragraph numbers below are references to these exhibits.

ln summary the use by the Agencies of bulk dats including BCD and BPD typically

involves complex analysis achieved by running iterative queries over multiple data

sources to discover individuals, organisationsand networks that pose threats to national

security. This analysis must be conducted at a pace which would be completely

unachievable if it were necessary for queries to be subject to prior independe

‘authorisation. The outcome would be the effective crippling of capabilities which David

Anderson QC has recognised as having contributed significantly to the disruption of

terroristoperations and, thoughthat disruption, almost certainlythe saving of lives.

The ability to access Communications Data and Bulk Personal Data = and, critical, the

ability to access such data ulilising complex and repeated. searches at speed = ds

fendamental to the ability of the Agencies to identify and manage threats, to progress.

investigations quickly and conduct the array of operational work with which they are

tasked. This bulk data is utilised on a daly basis and ls of upmost importance to provide

the tapestry of information on which the Agencies operate In their 2014 report Privacy

‘and Security a Modern and Transparent Legal Framework (exhibited as Exhibit GCHQS), the

Intelligence and Secunty Committee of Parliament noted (page 32)

“It ds essential that the Agencies cam “diconer” unknown treats, This ds not just about

ont ndiniduals too ae responsiblefor threats, to bout finding tot rent a te fat

place. Targeted techniques oly work on “known” Gent: Buk techniques (ich tortos

irvolee a degree of filemng axd targeting) are essential f he Agencies are to discover those

threats”

The Agencies investigative and operational activity covers a broad spectrum. The

approach investigation or opecaion wil heefre be quite diferent depending upon

the scenario, in consequente uses made of alk data are lo very vaio income

cases it will used to expand an understanding ofan idee Inicia! notes the
emphasis will be on Altering sabeis of the bulk deta according to fragmentary

information in order to attempt to identify an individual, an organisation ot a et.

Anal crcumatancesthe Agencies fall espec the oblgation to init the intron ito
Privacy that necessary end proportionate, However the nature ofthe technical and

Frocedurl anfeguards do ensure that the etc necessity end proportionality can be met

vel vary, in light ofthe ferent ame ofthe ci and use ofthe ata, and sx

appropnatothe partir ype of request.

‘The method the Agencies utilise to undertake this work routinely involves a complex

array of simultaneous or consecutivo steps each of which will involve accessing one or

more datasets. Some of these processes maybe more linear but many will Involve the

‘meshing of data which would not be possible through a specifi, targeted and linear
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approach. Farther, it is very often the case that the Agencies are working under

considerable time pressures, often involving a threat to life, whilst undertaking these

processes.

Utility of Bulle Data

9) Although the Agencies utilise bulk dats in diferent ways, the three stages of security and

Intelligence work to which bulk data is sid bo relevant (though not followed in a sticty

linear way) have been expressed previously, for example in both the Government's

Operational Case for Bulk Powers (exhibited as Exhibit GCHQS) and in David Anderson

(Cs Report ofthe Bulk Porsers Review (cxbibited as Exhibit GCHQS):

IDENTIFY: This is the process by which initial ‘seed’ information is analysed and

developed to the point where itis clear that there is eg. a potential terrorist threat, a

possible candidate for recruitment as an agent, or a souree of exploitable intelligence

mecting current requirements, The initial ‘seed’ information may come from anywhere:

open source (a tweet claiming responsiblityfor en activity,ay); a humint tip-off forensic

data from seized media; information from a foreign liaison partner. Bulk data is vital at

this stagein the processand may often be one of he only sources of information available

tothe Agencies.

UNDERSTAND: This isthe process by which the intelligence picture is developed and

cexziched to the point where decisions can be taken about resourcingand prioritisation.

Bulk data is uscd to help assess potential Ureats and opportunities, and where

appropriate to scek authorisation for targeted intelligence collection to supplement balk

data.

ACTION:This action encompassesa wide range of activities,which bulk data will have

helped to inform. The output of the ‘identify’ and ‘understand’ phases might be the

production of inteligence reports, the running of recruitment operations, or the

launchingofa disruption activity, such as through arrests to prevent e.g, a terrorist attack

plan.

10) This allows the following tobe undertaken, rapidly and resultingin lesser intrusiveness:

3) Target discovery - Mentifying individuals who may be subjects of intelligence interest

from lead intelligence.

b) Target development - enriching understanding of a subject of intelligence interest,

their connections, networks and pattems of activity, in order to understand potential

threat or opportunities.

+) Anomaly detection- a technology-based processby which patterns£a bulk data are

identified and analysed to assist in the detection of eg, malware and cyberattack

signatares. Thisis essential for Cyber Defence.
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d) Network Analysis this is a technology-based process by which information is

fathered from interception to develop understanding of the network environment to

provide context tothe intercepteddata and enable more effective operation of eg, the

bulk interception process.

©) Triage and prioritisation - at all stages bulk data helps to inform decisions about

prioritisation of resourcesby the Agencies, includingthe allocation of scarce technical,

‘snalytic, human or other collection resources.

10) Exch of these stages - Identify, Understand and Act - may involve both single end

lterative searches of individual or multiple datasets depending cn the investigative or

operational requirements. For example, a piece of seed! informatica muy nocd to be run

against multiple datasets held on several different systems with the results of inst

searches enabling the refinement of further queries with the aim of both Identíying.

legitimate leads and eliminating false trails and dead ends, Queries of bulk data can

involve both searches of individual selectors (such as a telephone number er email

address) and bespoke queries designedby expert analysts to undertake complex analysis

of datasets in response to a complex investigative or operational requirement. These

queries will often need to be run at speed against potentially fast-moving operational

situations, such as terrorist attack planning or hostage situations, All staff with access to

systems which search bulk datasets have received training appropriate to the tasks they

will be undertaking and the data they have been given access to including on the

importance ofusing access to data in the most proportionate manne

12) In his Report ofthe Bult Poners Review, David Anderson QC supported the Agencies’ use

of bulk data, both bulk acquisition and bulk personal data, and noted that “eltematives

reculé be slower, less comprehensive or more intrusive, The value of accurate information,

obisinedat speed. is considerble” [85548]

13) He ultimately concluded on balk acquisition [5647]

3) Bulk acquisition has been demonstrated to be crucial ina varietyof fields, including

counter-errorism, counterespionsge and counter-prolleration The case studies

provide examples in which bulk acquisition has contributed significantly to the

discuption of terrorist operations and, though that disruption, almost certainly the

saving oflives,

b) Bulk acquisition is valuable asa basis for action inthe face of imminent threst, though
its principal utility les in swift target identification and development,

©) TheSIAS ability to interrogate the aggregated data obtained through bulk acquisition.

cannot at least with currently avallable technology, be matched throughthe use of date

obtained by targeted means.

4) Even where alternatives mightbe available, they are frequently more intrusive than.

the use of bulk acquisition.
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14) On BPD, David AndersonQC noted:

“Lhe mo hesitation in concluding that BPDS are of great utility tothe SIAS. The case studies

at I examined provided unezuivocl evidence of tir value. Their prncipalutility Les in the

identification and development of targets, although the use of BPDs may also enable ef action

o de taken o counter test [58.39]

Existingand alternative safeguards:

15) There currently exists a range of safeguards (with further safeguards coming into effect

‘under the investigatory Powers Act 2016 (IPA)). These were considered in deta! by the

‘Tribunal in ts first judgment in this matter.

16) The Commissionershave the ability to audit and oversee the Agencies use of toolsand

databases and establish the basis upon which they operate. la this context it may be

‘helpful to quote the Interception of Communications Commissioner's Annual Report for

2014 (exhibited as Exhibit GCHQ?) in whichhe sald (51.6):

“Lene reporta ace fall and wnrestrcted access to al ofthe information and material that À

require, however sensitive, to unertañomy review. a vn practicegiven suck unrestricted access

anal of my requests (of wich there have been many) for information and access to materialor

systemsare responded lo in ful. ave encountefedno difculty from any public authorityor

person in finding out anything ht | consider to be mede to enable mue o perform ney statutory
eae

‘The willingness and ability of the Commissioners to investigate the use by the Agencies

of thelr powers is also illustratedby the Interception of Communications Commissioner's

Review of directions given under section 94 of the Telecommunications Act (exhibited as

Exhibit GCHQ3) which the Comunissioner himself was able to describe in his eter tothe

Prime Minister, Included atthe front ofthe published report, as “comprehensive”.

17) Given the frequency with which BCD and SPD is required to support the Agencies!

operations, the requirement to conduct complex analysis, and the need to work at pace —

as highlightedby David Anderson's conclusionsit is of paramount importance that the

“Agencies are able to access data in an agile way. Introducing additional requirements

beyond those already envisaged under the TPA for access to this data (such as

independent authorisation by a judicial commissioner ot other independent authonse:)

would considerably impactour ability to work at the required pace and to conduct

essential complex analysis - and thereby to carry out our functions and protect national

18) Any independent authorising body would need to be located in secure premises. It

‘would be necessary to submit queries electronically (eg. by email os through a bespoke

‘workflow process) to the authorisers. Queries would need to be accompanied not only

by a statement of necessity and proportionality, but often with additional detail on any

Sof 12



technica! complexities ofthe queries, and potentially with informationon the systems on

which the queries would be run, including details of the datasets those systems

contained. There would need to be a facility by which the authoriser could ask for

clasification of any outstanding issues, either through further exchanges of text or

potentiallyby telephone withthe requesting analyst Given the complexity and specialist

knowledge leading to the consideration of data to be utilsed, for requests to be

independently considered and authorised would likely require either specialist

Knowledge or timefor consideration, again impactingon the abilityto deliver at speed.

‘This is discussed further in the case studies below. The whole process would need to

‘occur at pace while the analystis potentially running previously-approved queries and

analysing the results. The independent authorisers would need regular briefing on the

capabilities whose use they are authorising. There willbe a requirementfor authorisation

to be available 24 hoursa day and 365 daysa year [tis hard to see how eventhe sickest

and best resourced operation would notadd many hours of delay into operational work,

and if there were technical problems with the authorising body's systems or

communications work could be severely hampered. The effect would be to critically

undermine the ability of the Agencies to tackle threats to national security by reducing,

their overall capacity to pursue investigations, ns a resul of the additional delay and the

resource impact. In time-critical operations this could be the difference between the

successful disruptionofa threator otherwise.

19) We should not discount the inevitable risks associated with widening the cicle of

knowledge of the Agencies mest sensitive casework. Certain casework is dealt with on,

strict ned to know principles to protect the information and securityof operations; bulk

data can, for example be a vital tool to identify and protect the lives of agents who often

‘operate in high risk environmentsand at personal threat from terrorist groups and highly.

capable state adversaries Managing the security of this information and supporting

independent authorises to protect them from targeting by hostile state activities, are

potential significant practical obstacles that would need to be overcome.

20) ln relation to the CJEU’s suggestion (in the context they were considering) that

geographical criteria could be applied as a safeguard, this would be very difficult to

undertake. By way of example the sophistiation of terrorists and criminals in

‘communicating over the internetin ways that avoid detection, whether that be through

the use of encryption, the adoption of bespoke communications systems, or simply the

volume of internet traffic in which they can now hide their communications makes such

an approach entirely impracticable in the contest of the Agencies’ work. The internet is

now used widely both to recruit terrorists, and to ditec terrorist attacks, as well as by

cyber criminals. Imposing such constraints would damage the Agencies’ abiliy to

safeguard national security at exactly the point when advances in communications

technology have increased the threat from terrorists and criminals using the internet

21) The judgment in Tele? also discesses a mechanism for notifying individuals whose

privacy has been intruded upon. fn the context of national securiy investigations such

an approach could readily highlight those who remained under investigation and/or

thoseto whom it would be undesirableto provide notificationà pastor currentinterest
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on the part of the Agencies, Furthermore the processes for both notification and

considerations required within such a system would be unworkable given both the

sophistication of the communications process described above and the iterative and

smult/-layered analytic approaches needed to tackle it To the extent that notification

assists in the provision of a right of redress, this Tribunal already meets that need.

22) Such questions highlight both the impracticalityof such safeguacds being considered, as

swell as the potential significant impact onthe effectiveness of the Agencies,as they would

necessitate the taking away from the operational front line of export analysts in ceder to

obtain prior approval for queries, reducing the rumber of queries, and thus the quantity

of operationally effective intelligence available to the Agencias, or reduce the level of

assurance deriving from the data to which they had access. The following examples are

intended to provide context.

Examples and Impact:

23) David Anderson QC's Report ofthe Bulk Powers Review and the Operational Casefor Bulk

Pmaers set out a wide range of scenarios and case studies where timely, reliable and

secure access to bulk data has been essentialin fast moving operations. Consideringa

handful of these in light of the potential safeguards suggested by the claimant, the

potential impact has been highlighted.

Mis amples;

EXAMPLE LONDON AND GLASGOW ATTACKSOF 2007 (FROM THE REPORTOF THE BULK POWERS

REVIEM

24) This case study related to the London and Glasgow attacks in 2007. Using bulk

acquisition data, MIS was able to establish within hours thatthe same perpetrators were

responsiblefor both attacks. MIS was also able, withina similarly short period,to learn

more about the details ofthe attacks, including the methods used and the identities of

those involved orassociated with the attackers.The ability to conduct this analysis at

pace enabled MI5 to support the police in responding swiftly to the attacks and to the

threat of further, imminent atacks.

25) Itwould not have been possible to achleve the same results with comparable speed, using

targeted queries. Speed was essential atthe time, when the SLAS and police had to lear

as quickly as possible whether other attacks were imminent. Bilal Abdulla was

subsequently convicted of conspiracy to murder and conspiracy to cause explosions

Lkely to endanger life. Kafeel Ahmed died of the injuries that he sustained at Glasgow.

Airport, having set himself alight

26) Instituting a requirement for review by an independent authority of bulk data requests,

undertaken to identify the perpetrators and methods used could have hampered those

timencalos. This would have had a knock on effecton MIS ably to carry out farther

analysis and put in place more intrusive activity, and thus MIS ability to provide
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external assurance over these matters at the earliest opportunity, If geographical His

had been placed on these searches based on the initial occurrence in London, this might

ave affected MIS's ability to connect the two locations in the most agile manner

EXAMPLE 2- PREVENTION OF BOMB ATTACKS AT NUMEROUS LOCATIONS (FROM THE RESORT OF

‘THE BULK Pons Revi

27) In 2010 network of terrorists comprising groupsin Cardiff, Londonand Stoke-on-Trent

planned a series of bomb attacks at several symbole locations in the UK, includingthe

London Stock Exchange. Complex analysis of BCD played a key role in identifying the

network, The task was made particularly challengingby the geographical separation of

the groups. Nine membersof the network were suluequently charged and plesded guilty

to terrorism offences relating to the plot. Eight merrbersofthe network pleaded guilly to

‘engaging in conductin preparationfor acts of terrorism.

28) This required complex analysis of large volumes ofdata in order to identify the altackers

and understand the links between them in the shortest possible time.

29) inserting an independentauthoriser into the process would have created time delays that

could have impacted MIS's ongoing assurance around this significant risk. If the

acquisition cf bulk data was restricted on a geographicalbasis, MIS might not have fully

drawn out the links between the groups, impacting the speed and agilty of the

investigation,

EXAMPLE 3 PREVENTION OF IRISH DISSIDENT ATTACK (FROM THE REPORT OF THE BULK POWERS

Review)

30) ln this 2013 case, bulk acquisition data was used to fcil an attack by Irish dloident

republicans. Tt was suspected that members of the group had already obtained explosives

and that their activities were increasing (a common sign of an attack being éminent).

However, MIS did not know the date of any proposed attack and the group's security

awareness made it difficult to cbtain further information.

31) The use of bulk acquisition data identified telephones being used by the group, and

further enabled MIS to identify previously unknown members of the group. MIS was

able to increase its coverage of this expanded group. As a resull it became aware of a

sudden further increasein activity from analysisof the group's communications activity

and MIS judged that an attack was imminent. Police intervened and recovered am

improvised explosive device. A prosecution followed. Without bulk acquisitiondata, the

telephones would not have been identified.

32) Any delayin the abilityto acquireand carry out analysisof bulk data in auch cases, such

as through independent authorisationin advance ofbulk data acquisition, could have
impeded the operational effectiveness of MIS and its ability to understand and react

quick to changes in the group's activity.
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SCHO Examples:

EXAMPLEÀ: CHILD SEXUAL EXPLOITATION (FROM THE OPERATIONAL CASE FOR BULK POWERS)

35) Whilethis and the following two examples primarily involve balk communications data

acquired pursuantto warrants ssued under RIPA, the principles involved apply equally

to the use of BCD soquired pursuant toa Direction under £94 ofthe Telecommunications

‘Act 1984, or to BPD

34) Inthe single month of April 2016, as a result of hundreds of searches of bulk data, CCHO

densified several hundred thousand separate IP addresses worldwide being used to

access indecent images of children on the open web. This figure is only a snapshot, and

does not include access to such images through the dark web.

35) This insight has challenged some of the UK's existing thinking and plans as to how to

‘counter online CSE. GCHQ has also used the sare capability to analyse secondary data

to assist the National Crime Agency (NCA)s efforts to prioritise online CSE leads, for

instance of those whose online behaviour suggests they pose the greatest risk of

committing physical or sexual assaults agatnst children.In seekingto identify users who

should be investigated as a priority, GCHQ uses criteria that were developed by

academics law enforcement agencies and charities, The team was given twoexamples of

arrests made as a resultof GCHQ’s CSE work. One of those arrested was an individual

who operated anonymonly online to avoid detection. Afterhe useda VOIP provider to

‘contact another suspect who was alreadyunder investigation, the NCA prioritised the

investigation of hia activities. Despite fall cooperation from the service provider,

attempts to identify him were unsuccessful. Although the NCA had discovered the

anonymous online user name he had used, the details that ho had used to registerthem

did not allow him to be tracked back to his “real world identity” using conventional

36) GCHO analysts applied advanced analytic techniques to secondary data that had been

obtained under bulk interception warrants and was held within GCHQ databases. The

analysts rapidly identified recent online activity by the individual and a number of

current contact detalls. These were passed to the NCA which was then able to obtain a

{genuine name and addressfor the individual, leading to a swift arrest. The individual

pleaded guilty to multiple charges, including two counts of sexual abuse, and received a

‘custodial sentence of over3 years as result.

37) I the acquisition of bulk data were restricted on. geographical basis this would result in

a far less accurate overall picture and would not be as effective as the use of

geographically unrestricted bulk communications data in identifying technologically

sophisticated individuals engaged in online CSE. Furthermore, as in this cxample,

individualsoften use false detalls to avoid identificationand also use multiple

communications methods. A roquirement independently authorise each query of balk

data would take significantly more time to obtain result, delaying the safeguarding of

childrenand giving he offender more time to target moro victims. Furthermore,not all
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individuals engaged in CSE will be successfully prosecuted. Any notification regime

would have the potential to alert those not convicted that their activities are being

monitored, and will seek to further cbfuscatetheir activities.

EXAMPLES: TERRORIST ATTACKS OVERSEAS (ABSTRACTED FROM SEVERAL E vets)

38) There have been numerous cases in recent years of terrorist attacks overseas where UK

interests are threatened. Examples include the attack on Murnbal in 2008, the attack ona

shopping centre am Nairobi in 2013 and the attack in ruse, Tunisia, in 2015. In such cases

itis critical to understand what is going on, who the attackers are, what thelr command

and control network consists of, and other details ofthe attack in as close to rea time as

possibleso thatit can most effectively be disrupted or contained. The principal capability

available to achieve this end is bulk data acquired under RIPA ct Telecommunications

Act powers, or obtained as BPD.

39) It is not unusual when such attacks take place for attackers to abandon all previously:

used communications devices shortly before launching their attack. For this reason, even

if attack planninghas boon detected, and targeted investigatory powers used against the

attackers network, any such coverage will be lost, and the communications must be

reacquired through target discovery (described in paragraph 12 above)

40) Target discovery may take as its starting point any available information. In some cases.

we may become aware of individualswho have knowledge about the attack, suggesting,

{at they are in contact withtheattackers or with those directing the attack. The analysis

of bulk data makes it possible in some cixcumstences to make links through complex

snalyss that will enable us to establish who and where the attackers are. There may be

Indications fn open source that there are individuals who appear to have an unsually

high level of knowledge about the attack as els unfolding, suggesting that they are in

direct contact with the attackers or with those directing the attack. The analysis of bulk

data makesit possible in some circumstances to ink such open sourceindications to other

communications channels used by individuals and from these it may be possible to

identify who and where they are.

41) Sach an approach will require the running of dozers if not hundreds of proportionate

and iterative queries over many analytical systems. The queries themselves are unlikely

to consist of simple searches for target identifiers, because those are precisely what we

are seeking to discover. Instead they might well look like several lines of code.

42) For independent authorisation of queries to provide any sort of meaningful safeguard,

the independent authoriser would need to havea comprehensivelevel of knowledge and

expertise to interpret queries which would not be immediately comprehensible, or else

require an explanation or discussion with the analyst/officer concemed, This would

poertiall take a considerable period of time and therefore havean impact on the pace

at which the work could be delivered.
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EXAMPLE 6: PROTECTINGTHE UK FROM CYBER ATTACK (FROMTHE OPERATIONAL CASE FOR BULK

Powers)

43) GCHQ routinely uses bulk commenicationsdata to detect eyberattacksagainst the UK,

including large scale thefts of data and serious fraud by cyber criminals, and operations

by hostile intelligence services and potential terrorists, Using electronic ‘signatures’,

Which operate ina similar way to electronic Engerprints, te agencies scan the technical

detail of internet communications for evidence of incoming attacks to the UK. This

approsch can both identify known forms of computer malware and discover new forms

of eybersattack thatthe agencies have not previously encountered. Cyberspace sso large,

end technical change so rapid, that analysis of blk communications datas the only way

for the agenciesto monitor for such attacks as they occur: targeted approaches would be

highly kelto miss an attack. The resulting intelligence is typically shared with industry

partners,who in turn use it to protectUK citizensand businesses.

44) Hostile cyber actors will use the global internet to disguise their identity and location,

making use of Infrastructure (leased or compromised servers, for instance) around the

‘world (and increasingly being provided by “cloud” services who themselves allocate

server space without regard to geography). It would not therefore be possible to apply

any geographical restrictionon the data of most importance in countering this activity.

SISExamples:

EXAMPLE 7: RECRUITING AN AGENT (FROM THE OPERATIONAL CASE FOR BULK POVIERS)

45) The security and intelligence agences were tasked by the UK's Joint Intelligence

‘Committee to produce intelligence ona specf county threatening the UKs national

security. Tey entedan individual with aces to the required inteligence, but were

able approschthe individual direct due to the ik te individual would face from

his country’s own intemal security service. Intelligence reporting showed that the

{dividual was in contact with anther person thatthe UK agencies might beable to

approach with lower se The reportinghowever, did not lly identify who this contact

was, The security and intelligence agencies used. BPD to identify that contact

conclusively, enablingthem to determine that they could safely approach the contact and

seek support. The contact has been sucessfully sorted as an agent o Help collect

inteigence and protectthe Ue national curity.”

46) Inserting a requirement for prior authorisation for each BPD access involved in this case

‘would have critically disrupted targeting efforts, At multiple points and across relevant

teams a serios of BPD searches were required to establish the identity of the key target

and to establish the biographical details of their contact. At any stage, a delay in

proceedingscould have prevented a successful approach.

EXAMPLES: SIL MEMBERSHIP LIT (PROM THE REPORTOF THE BULK POWERS REVIEW)
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47) In early 2016, SIS was tasked with collecting intelligence on members of SIL. Sky News

had reported there to be 2.000 names on the ISIL membershiplist but in most cases the
information was not of sufficient quality for SIS to make a positive identification, with

high confidence, that could be used as the basis for an investigation. The use of BPDs, ia

combination with open source reporting, enabled SIS to identify foreign fighters with

links tothe UK or other partner states.

48) The SIS response to the Sky News leak was to convene a dedicated team to investigate

and analyse the membership list, Multiple and complex searches of 37 were carried

Out by the team, working closely with colleagues in partner agencies in the UK and

‘overseas. To notify, or work through analysis of whether, 2,000 people (whose details

‘wereon the list) could be notified would be resource intensive and could require
additional, disproportionate measures.

Statementof Truth

believe that the facts stated in this witness statement are true.
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